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Data Scientist:

The Sexiest Job of the 21st Century

hen Jonathan Goldman ar-
rived for work in June 2006
at LinkedIn, the business
networking site, the place still
felt like a start-up. The com-
pany had just under 8 million
accounts, and the number was
growing quickly as existing mem-
bers invited their friends and col-
leagues to join. Bul users weren’t
seeking out connections with the people who were already on the site
at the rate executives had expected. Something was apparently miss-
ing in the social experience. As one LinkedIn manager put it, “It was
like arriving at a conference reception and realizing you don’t know
anyone, So you just stand in the corner sipping your drink—and you
probably leave early”

Meet the people who

can coax treasure out of
messy, unstructured data.
by Thomas H. Davenport
and D.J. Patil

70 Harvard Business Review October 2012
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Brief history of the recent resurgence in Al
(part 1of 2)

Web COMpanies (e g, Google

start Producing lot of data "acebook, Amazon s

They need to make sense of this data to build better
services, to target their users with advertisement, etc.

There is a need for tools for handling and analysing
Big Data
radigms start emerging

. I )
New Compsu;g?ﬁnﬁg saL, etc--)

(Hadoop:



Big Data Landscape 2016
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Srier history of the recent resurgence in Al
(part 2 of 2)

Advances in
Availability of hardware
tools to handle (more
Big Data computing
power)

Lower cost of
Explosion in technology
available data Breakthroughs (wider
in Machine adoption)

Learning
(especially
Deep
Learning)

More and more
success
stories start
emerging
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Al limits & concerns

= Privacy

» Transparency, Accountability, Explainability

» Fairness, Algorithmic Bias

= Monopolization of Al power by a few big players

» Creation of fake news (fake but realistic photos, voice, videos)




Blockchain: a decentralized data structure

= |ist of blocks of transactions
N = replicated in all the nodes of the
________ < . 4 : j network
= kept synchronized
= structure is append only!
= |Immutable: it is almost impossible
to modify any information without
having network consensus.

|l imits and concerns:

= Security

= Scalability

= Efficiency

= Energy consumption
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The DAO attack: unexpected use of code

= The DAO (decentralized autonomous organization) was the largest online

crowdfunding service.
= a form of investor-directed venture capital fund
= it was instantiated on the Ethereum blockchain
= no conventional management structure or board of directors.
= 150M$ market cap (~11000 investors)

= On the 16th June 2016, an attacker “stole” ~50M USD

= ...Using the contract in a correct, but unexpected way.

$20.00

$15.00

(asn) 3dud

$10.00

$5.00

23. May 30. May 6. Jun 13. Jun 20. Jun 27. Jun 4. Jul 11. Jul
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DO' ﬂtS O-[: Vl GWS “The DAQO’s code controls and sets forth all terms

of The DAO Creation and usage.”
From the DAO service level agreement.

Ethereum is a decentralized platform that runs programs

exactly as programmed without any possibility of downtime,

censorship, fraud or third party interference.
www.ethereum.org

“I have carefully examined the code of The DAO and found a
feature where splitting is rewarded with additional ether. | have
made use of this feature and have rightfully claimed 3,641,694
ether. | am disappointed by those who are characterizing the use
of this intentional feature as "theft".

The DAO Attacker
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Security Issues: bugs that harm the contract

Rubixi PiggyBank
Bug: wrong naming of a function Bug: wrong way to initialize a variable
Effect: users were able to steal the owner fees Effect: the owner fees were constantly

growing, instead of being fixed to 3%

TheFunction
Bug: Upon errors in a money send, it reverts the execution

Effect: users can stop the contract (ransomware attack)

Bartoletti, Carta, Cimoli, Saia. Dissecting Ponzi schemes on Ethereum (P2PFISY’17) s ST v

FOUMDATION



New technology, new frauds

m Scam wallets

m Exchange scams

m Phishing scam

m Money laundering

®m Ransomware

m Ponzi schemes

m Fraudolent ICOs

m Smart contracts with a mismatch between the declared and actual behaviour

m Exploitation of bugs
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bitcointalk.org > Economy > Trading > Scam accusations

Pages: [1]2345678910111213141516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42

43 44 45 46 47 48 49 50 51 ... 205 »

Subject Started by Replies | Views | Last post ¥

Scam Report Format (Use it X June 19, 2018, 11:27:56 AM @
Q] (} to make scam reports escrow.ms 44 73731 by Meda’”imG;oupCO

properly) « 123 All »

[EDU] How to spot a g

scammer (Read this before May 24, 2018, 07:30:24 AM gl

Tomatocage 193 109719 .

al @ doing any transactions!) « 1 2 : by nutildah

... 910 All »

[EDU] When |eaving * D ber 19, 2017, 05:17:11 AM (¢
L] (} negative feedback, remember | DiamondCardz 32 59970 b:i?g?_le?_rx 09 reT

to make it negative! « 12 All » -

Arbitao is 100% a SCAM !!! « s : Today at 03:22:40 AM g
NS Aiakand YuTii.Co.in 35 B U S

Does someone knows about : Today at 02:50:28 AM e
& @ "Inbfund", is it scam? e L 2 by muel_kim

[SCAM] CrowdMachine - Not : Today at 02:23:55 AM g
& @ paying my bounty Arrrvin 2 74 by roccstar

100% Proof that Monetize Today at 01:30:03 AM el
D | coinis a scam 1 Gleb Gamow 7 29 by crypt0joe
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The Monetize Coin Monetization Platform

The Monetize platform uses the Monetize Bot to generate a monthly return for investors.

To get started simply deposit either Bitcoin or Ethereum into your MonetizeCoin online wallet,

purchase MNZ tokens either during the ICO, the integrated exchange or through our external

exchange partners.

Choose a lending package to invest in and earn a daily dividend payment of upto 2% per day to

your account.

$100-$ 1000 $ 1001 - $ 5,000 $ 5001 - $ 10,000 $ 10,000 +

Monetize Bot Monetize Bot Monetize Bot Monetize Bot
upto 40% monthly upto 40% monthly upto 40% monthly upto 40% monthly
Capital Return 239 Days Capital Return 179 Days Capital Return 120 Days Capital Return 99 Days

+0.10% Daily Bonus +0.20% Daily Bonus +0.25% Daily Bonus
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How can Al+Blockchain help preventing/detecting frauds?

Blockchain / '
provides a public, [

distributed, non-
proprietary, easily

accessible,
immutable, source
of data

Al

provides the algorithms to
learn patterns of past frauds
and to train models able to
detect new frauds or security
risks early-on

/Fraud detection has been one of\
the early success story of Machine
Learning (since the 90s)

Credit cards fraud detection,
Insurance fraudolent claims

detection, Fiscal fraud detection




Before
execution

Ads analysis to check
whether the declared
specifications matched the
implementation.

Code analysis to devise
scheme patterns, bugs,

vulnerabilities and possible
attacks.

Social Media analysis
(e.g., Twitter) to monitor
future ICOs

During
execution

Transactions analysis to
track the actual money flow
and to perform statistics.

Attacks monitoring by pre-
trained models able to
detect anomalous behaviour
of the system and invoke
defense mechanisms

Develop Al-driven defense
mechanism to be triggered
when under atatck

After
execution

Learn patterns of frauds

Develop models that can
be used to detect future
frauds early on

Learn parameters to set-
up the blockchain
optimizing for higher

security, performance and
better governance.




blockchain.unica.it/deponzifier/

1FyedPPk923wRfmVphV1CLi3bVLGxHZXpK

™

reCAPTCHA

Privacy - Temms

I'm not a robot

Classification result

The address is classified as a Ponzi scheme.

Feature

Gini income class
Gini send class
Gini income value

Gini send value

Value

99.317123
98.739998
73.910004
78.300003
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http://blockchain.unica.it/deponzifier/

Secm”;?iiiﬁas{;:a;g:gﬂt?nd ‘ ' Secure and scalable blockchains
Decentralized computing for Al ‘ "
Explainable Al \ q

Privacy-preserving personalization

o : : Automated referee and governance
Coordinating untrusting devices

Blockchain for Al \
Thang N. Dinh and My T. Thai. Al and Blockchain: A Disruptive Integra

IEEE Computer (Sept. 2018)

Al for Blockchain



Thank you!

/”B/ockcha/'n and Al are the two extreme sides of the\
technology spectrum. one fostering centralized
intelligence on close data platforms, the other

promoting decentralized applications in an open-

data environment. However, If we find an intelligent
way to make them working together, the total

positive externalities could be amplified in a blink.”

g /

Francesco Corea “The convergence of Al and Blockchain: what’s the deal?”




nanks for Images, slides, and 1deas to

Thang N. Dinh, My T. Thai “Al and Blockchain: A Disruptive Integration” IEEE Computer (Sept. 2018)
Massimo Bartoletti http://blockchain.unicait/

Francesco Corea “The convergence of Al and Blockchain: what's the deal?”

https.//medium.com/@Francesco Al/the-convergence-of-ai-and-blockchain-whats-the-deal-
o0col8elaccc

https://news.bitcoin.com/artificial-intelligence-and-cryptocurrency-separating-hype-from-reality/

B (@FrancescoBonchi
< www.francescobonchi.com
francesco.bonchi@isi.it
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