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Breakthroughs
in Machine 
Learning 

(especially
Deep 

Learning)

Explosion in 
available data 

Availability of 
tools to handle 

Big Data 

Advances in 
hardware 

(more 
computing 

power)

Lower cost of 
technology

(wider
adoption)

More and more 
success 

stories start 
emerging
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https://coinmarketcap.com



Ethereum is a decentralized platform that runs programs  

exactly as programmed without any possibility of downtime, 

censorship, fraud or third party interference.

www.ethereum.org

“The DAO’s code controls and sets forth all terms 

of The DAO Creation and usage.” 

From the DAO service level agreement.



Rubixi

Bug: wrong naming of a function

Effect: users were able to steal the owner fees

TheFunction

Bug: Upon errors in a money send, it reverts the execution

Effect: users can stop the contract (ransomware attack)

PiggyBank

Bug: wrong way to initialize a variable

Effect: the owner fees were constantly 

growing, instead of being fixed to 3%

Bartoletti, Carta, Cimoli, Saia. Dissecting Ponzi schemes on Ethereum (P2PFISY’17)



■ Scam wallets

■ Exchange scams

■ Phishing scam

■ Money laundering

■ Ransomware

■ Ponzi schemes

■ Fraudolent ICOs

■ Smart contracts with a mismatch between the declared and actual behaviour

■ Exploitation of bugs







AI 

provides the algorithms to 
learn patterns of past frauds
and to train models able to 

detect new frauds or security 
risks early-on

Blockchain
provides a public, 
distributed, non-

proprietary, easily
accessible, 

immutable, source 
of data

Fraud detection has been one of 

the early success story of Machine 

Learning (since the 90s)

Credit cards fraud detection, 

Insurance fraudolent claims

detection, Fiscal fraud detection



Before
execution

Ads analysis to check 
whether the declared 

specifications matched the 
implementation.

Code analysis to devise 
scheme patterns, bugs, 

vulnerabilities and possible 
attacks.

Social Media analysis 
(e.g., Twitter) to monitor 

future ICOs

During
execution

Transactions analysis to 
track the actual money flow 

and to perform statistics.

Attacks monitoring by pre-
trained models able to 

detect anomalous behaviour
of the system and invoke

defense mechanisms

Develop AI-driven defense 
mechanism to be triggered

when under atatck

After 
execution

Learn patterns of frauds

Develop models that can 
be used to detect future 

frauds early on

Learn parameters to set-
up the blockchain
optimizing for higher 

security, performance and 
better governance.



blockchain.unica.it/deponzifier/

http://blockchain.unica.it/deponzifier/


Thang N. Dinh and My T. Thai. AI and Blockchain: A Disruptive Integration 

IEEE Computer (Sept. 2018)



Francesco Corea “The convergence of AI and Blockchain: what’s the deal?”
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http://blockchain.unica.it/
https://medium.com/@Francesco_AI/the-convergence-of-ai-and-blockchain-whats-the-deal-60c618e3accc
https://news.bitcoin.com/artificial-intelligence-and-cryptocurrency-separating-hype-from-reality/

