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CALL FOR RESPECT OF THE RESTRICTIVE MEASURES ADOPTED BY THE EU
IN RESPONSE TO THE RUSSIAN MILITARY AGGRESSION IN UKRAINE

Bank of Italy, CONSOB, IVASS and UIF call for the attention of supervised entities to full
compliance with the restrictive measures decided by the European Union in response to the
situation in Ukraine.

The measures are available on the websites of the Official Journal of the European Union, the
European Council, the Financial Intelligence Unit - UIF and the Financial Security Committee.

Please note that the measures - adopted by the European Union through Regulations and Decisions -
are entirely binding and are directly and immediately applicable in each of the Member States.

The supervised entities are therefore required to comply with them, putting in place the necessary
controls and devices, constantly monitoring the updating of the measures in question.

For the purposes of fulfilling the obligations of communication of the freezing measures applied to
the designated subjects, the indications provided by the UIF with the Notice of 4 March 2022 will
also be taken into consideration

In the current context, supervised entities are recommended to exercise the utmost attention with
reference to the risk of cyber attacks, to intensify monitoring and defence activities in relation to
possible malware activities and to adopt all the risk mitigation measures that become necessary.

Supervised entities are also invited to carefully consider the business continuity plans and to
guarantee the correct functioning and prompt restoration of backups; in this context, the importance
of guaranteeing the separation of the backup environment from the operating one is emphasized,
evaluating the possibility of providing offline backup solutions (i.e. that are not physically or
logically connected to the network) of the essential systems and data .

Finally, supervised entities are invited to pay constant attention to the updates provided by the
Computer Security Incident Response Team - Italy (see https://csirt.gov.it/contenuti?tags=Ukraine).

Rome, 7 March 2022


https://eur-lex.europa.eu/oj/direct-access.html?locale=it
https://www.consilium.europa.eu/it/policies/sanctions/restrictive-measures-ukraine-crisis/
https://uif.bancaditalia.it/pubblicazioni/avvisi/2022/alert-sanzioni/index.html
https://www.dt.mef.gov.it/it/attivita_istituzionali/prevenzione_reati_finanziari/comitato_sicurezza_finanziaria/
https://uif.bancaditalia.it/pubblicazioni/comunicati/documenti/Comunicato_UIF_obblighi_comunicazione_misure_di_congelamento_russia.pdf
https://csirt.gov.it/contenuti?tags=Ukraine

